


DIGITAL SOCIETY SOLUTIONS AND

CROSS-BORDER COOPERATION

X-ROAD

Non-profit association to
ensure the development and
strategic management of
X-Road® and other
cross-border solutions for
digital government
infrastructure.

niis.org

Open-source software and
ecosystem solution that
provides unified and secure
data exchange between
organisations.

x-road.global
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A free and actively maintained
open-source component for
joining one or more eDelivery
policy domains.
edelivery.digital



Nordic Institute for
Interoperability
Solutions
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NIIS RESPONSIBILITIES

Management, development,
verification, and audit of the
source code.

Administration of business and
technical requirements.

Conducting development.

Administration of documentation.
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Developing and implementing
principles of licensing and
distribution.

Providing second-line support for
members.

International cooperation.



NIIS GOVERNANCE MODEL

Approve and monitor strategy, budget and action plan;

Approve transactions that are beyond the scope of everyday economic
activities.

Relaying information and instruction between the operative level and

Advisory Group the General Meeting.

Management Board (CEO) In charge of the day-to-day management of NIIS

Day-to-day coordination of the joint development of
X-Road

X-Road Working Group







X-Road® is open-source software and
ecosystem solution that provides
unified and secure data exchange

between organisations.



WHY CHOOSE X-ROAD?

Digital Public Good (DPG)

X-Road is a digital public good verified by the Digital Public
Goods Alliance. X-Road is free of charge and can be
implemented by any organisation. X-Road helps attain the
Sustainable Development Goals.

Open-source software

The X-Road core is published under the MIT open source
licence. The source code and all protocol specifications are
publicly available on GitHub. Support is available through
X-Road Community and X-Road Technology Partners.

A versatile security solution

X-Road through its security architecture provides managed
authentication, multilevel authorization, a high-level log
processing system, digitally signed and time-stamped data
traffic.

x-road.global

Once-Only Principle

X-Road reduces administrative burdens by enabling the
Once-Only Principle (TOOP) implementation. Data is managed
by its owner and exchanged securely via X-Road.

Scalable ecosystem

Start small or go big — X-Road always comes in the right shape
and size. X-Road's distributed architecture adapts to changing
needs.

Flexible implementation

X-Road supports various implementation models. Whether
implementing a national, regional or domain-specific data
exchange solution, X-Road adapts to your needs.



X-ROAD FEATURES

X-Road implements a set of standard features to support and facilitate data exchange and ensures confidentiality,
integrity, and interoperability between data exchange parties:
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address management
message routing
access rights management

organization-level
authentication

machine-level authentication

x-road.global
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transport-level encryption
time-stamping

digital signature of
messages

logging

error handling



X-ROAD VS POINT-TO-POINT

Point-to-point integrations
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X-ROAD ECOSYSTEM

TRUST SERVICES X-ROAD OPERATOR SERVICE PROVIDER

TIME-STAMPING SERVICE OWNER OF THE ECOSYSTEM AN ORGANISATION PROVIDING .:‘/ '
; A DIGITAL SERVICE &

TRUST SERVICES

CERTIFICATION AUTHORITY
OCSP SERVICE

Contract

SERVICE CONSUMER

AN ORGANISATION CONSUMING
A DIGITAL SERVICE



X-ROAD DATA EXCHANGE

X-Road Member X-Road Operator X-Road Member
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X-ROAD ECOSYSTEMS

e X-Road ecosystems (instances)
worldwide are operated by
governments, companies or other
organisations.

e Since 2014 (version 6.x), X-Road has e (D y |
. =P p @ - ;L/—/ [/
a feature called Trust Federation for FANZ 1

joining together two X-Road |
ecosystems. L | o
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TRUST FEDERATION

¢ Federation is a one-to-one relationship between two X-Road Ecosystem 1 X-Road Ecosystem 2
ecosystems.

* Members of the federated ecosystems can publishand Federation Agreement
consume services with each other as if they were 4
members of the same ecosystem.

Central
Server Configuration Server

e Federation is not only about technology — administrative
and/or legal agreements are also needed between:
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e X-Road operators of the federated ecosystems.

e Member organisations that exchange data (data e e e S g Nl 5 e i :
exchange parties).

X-Road
Security
Server



X-ROAD SECURITY

X-Road security is designed with a critical information infrastructure equivalence resilience in mind.

X-Road software X-Road development

- confidentiality - public bug bounty program

- integrity - regular security assessments by a third-party
- availability - source code reviews

- authentication - threat modeling

- access control - static source code analysis

- logging - automated dependency checks

- time-stamping

x-road.global
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X-ROAD COMMUNITY KEEPS GROWING

Members
2,500

2,000
1,500
1,000

500

2016 2017 2018 2019 2020 2021 2022

ooooooooooooo



2019 Finland




20 2300

ECOSYSTEMS MEMBERS

DEPLOYED BY GOVERNMENTS OR OTHER PARTICIPATING IN THE
ORGANISATIONS X-ROAD COMMUNITY
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FROM A “TECHNICAL
MAGIC BULLET" TO A
SOURCE OF INNOVATION?



DATA COLLECTION MODEL BASED
ON THE METRICS COMPONENT

e X-Road Metrics - collecting,
storing and analysing reporting
data and metrics from an X-Road
ecosystem

e Service usage statistics,
response times, request sizes,
service health data, etc.

e The operational data of an
X-Road ecosystem is not shared
with others by default.

x-road.global 23



CHARACTERISTICS OF THE
DATA COLLECTION MODEL

o©,

Op©
Parallel data sharing Collection of Incentive for data Innovative and
separated from the e service and usage data sharing — share data data-enabled product
secure data exchange e configuration data and get data development

e performance data

e sustainability data
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BENEFITS OF THE DATA COLLECTION MODEL

Create insights and optimal Enhance processes and the Compare with other
decisions. product. ecosystems to enhance the
performance.

ooooooooooooo
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STEPS TOWARD DATA-ENABLED X-ROAD

X-Road ecosystems deploy X-Road Reporting and Data utilisation and

X-Road Metrics Analytics Platform ecosystem value creation

ooooooooooooo
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DEVELOPMENT MODEL

OWNS THEM

EVALUATE

COLLECT NEW FEATURE AND ENHANCEMENT REQUESTS
AND SELECT THE BEST ONES FOR DEVELOPMENT.

E CONTR

SOFTWARE

TIONS.

REQUEST FLOW

PRIORITIZE

MAINTAIN AND PRIORITIZE PRODUCT BACKLOG.

PRODUCT BACKLOG

DEVELOP

COLLECT NEW FEATURE AND ENHANCEMENT REQUESTS
AND SELECT THE BEST ONES FOR DEVELOPMENT.

9,

SPRINTS 1-N

PUBLISH

PUBLISH AND DISTRIBUTE NEW RELEASES.

X-ROAD COMMUNITY

Q

RELEASES X, Y, Z




X-ROAD PRODUCT
VISION 2023

X-Road is a modular, easy-to-use, cloud-native, secure and sustainable data exchange solution.

X-Road is thriving as a core digital infrastructure component in the Nordic and EU countries and is a worldwide
known technology solution.
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X-ROAD 7 “UNICORN"

2018

NIIS strategic theme 2019-2021:
The Next Generation X-Road

2021

Release version 7.0.0

2020

Visual style guide

Backlog of new features
7
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2023

Versions 7.3.0 and

7.4.0
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-

Q

£\
A4

2019

Research initiated

2020
Beta version

Fully backward-compatible with
X-Road version 6

2022

Versions 7.1.0 and 7.2.0

New Central Server Ul and API

Message Rooms proof-of-concept

x-road.global

30






X-ROAD TECHNOLOGY PARTNERS
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THANK YOU!
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